
MISSION SUPPORT AND TEST SERVICES, LLC 
06-541 NEW DAF OPERATIONS SUPPORT BUILDING

EXHIBIT F SECURITY REQUIREMENTS 

1. The job site at the Nevada National Security Site (NNSS) Las Vegas, and/or North
Las Vegas (NLV) facilities is within a National Nuclear Security Administration,
Nevada Field Office (NNSA/NFO) security area. SUBCONTRACTOR’S employees
will be required to obtain security badges upon entry to the NNSS and/or NLV
facilities. Such badges will be issued at no charge to the SUBCONTRACTOR. No
SUBCONTRACTOR employee or representative will be admitted to the site unless
he/she is a citizen of the United States in the final decree and at least 18 years of
age.

2. SUBCONTRACTOR employees and representatives requiring access to the NNSS
and/or NLV facilities must have proper photographic identification (ID). In
accordance with NNSA guidance regarding REAL ID Act of 2005, a secondary form
of photographic ID will be required for NNSS or NLV facility access/badging for
individuals presenting driver’s licenses as ID from noncompliant states or territories
(Reference http://www.dhs.gov/real-id-enforcement-brief for a list of noncompliant
states). Acceptable secondary forms of photographic ID include: U.S. Passport/U.S.
Passport card, U.S. military card, Voter’s registration card, U.S. Coast Guard
Merchant Mariner Card, or U.S. Citizen I.D. card.

3. Temporary badges are issued in NLV and Mercury and will be returned at the end of each
workday.

4. SUBCONTRACTOR employees working over 30 days will be required to
complete the initial security and Counterintelligence briefing and will be
issued photo security badges after verification of citizenship.

a. The SUBCONTRACTOR must furnish the CONTRACTOR the following
information for all personnel working on site 72 hours prior to commencing
work:

Full Name, including full middle name (as it appears on driver’s 
license) Social security number 
Dae of birth Place of birth 
Citizenship (must be US citizen) 

b. Acceptable forms of proof of citizenship include: US-issued passports,
original birth certificates with a raised state seal (or a certified copy), State
Department form for US citizens born on military bases, original
naturalization papers. Individuals who are Resident Aliens with green
cards are NOT US citizens and must be processed as a non-US citizen
(see below).

F-1 SECURITY REQUIREMENTS – PROPERTY PROTECTION AREA (PPA)
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5. If the SUBCONTRACTOR is required to take the CONTRACTOR’S information to an
offsite facility, the information MUST NOT contain classified information. The
SUBCONTRACTOR must ensure that the information is not accessed by any
employee or person that is NOT a US citizen without prior approval.

(NOTE: Access to the CONTRACTOR facilities or information by non-US citizens,
to include resident aliens with green cards, must be coordinated 45 days in advance
with the CONTRACTOR Security Department.)

6. Attached is the list of controlled and prohibited items. SUBCONTRACTORS receiving 
this list must comply with the policy identified for the Property Protection Areas.

- Firearms and Ammunition

- Explosives

- Dangerous Weapons*
* “Dangerous weapon” means a weapon, device, instrument, material, animate or

inanimate that is used for or is readily capable of causing death or serious bodily injury,
except that such term does not include a pocket knife with a blade of less than 2.5 inches in
length.

- Alcoholic Beverages

- Controlled Substances (e.g., illegal drugs and associated paraphernalia)

- Pepper Spray or Mace

- Optical Devices

* Personally-owned optical devices are only authorized for use within PPA, but may not be
used at any other security areas and must be secured in the individual’s vehicle at all times. 

- Vehicle Cameras*
* Government owned/Government vendor vehicle cameras/vehicle event recorders are

authorized in PPA. Government owned/Government vendor vehicle cameras/vehicle event
recorders are authorized in LA, Vault/VTR, PA, and MAA, but while there, the recording
capability must be disabled.

Personally-owned vehicle cameras are authorized in PPA, but may not be connected to a 
recording device. 

- GPS*
* Personally-owned GPS devices are only authorized in PPA and LA.

- Animals*
* A service animal is defined as an animal that has been trained to assist or accommodate

a person with a disability. Service animals are authorized in all areas unless a safety reason 
exists. 

- Unmanned Aircraft

- Items prohibited by local, state, of federal law

Violating the controlled/prohibited articles policy could result in the 
SUBCONTRACTOR employee being permanently denied access to the 
CONTRACTOR facilities. 
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7. SUBCONTRACTOR personnel are not permitted access to any NNSA/ NFO-
secured area except for on-site job-related activities.

8. SUBCONTRACTOR must comply with the CONTRACTOR’S and Government’s
traffic regulations when utilizing CONTRACTOR or Government roadways. It will be
the responsibility of the SUBCONTRACTOR to familiarize itself and its employees
with the traffic and safety requirements applicable to the site that have been provided
by the CONTRACTOR.

9. SUBCONTRACTOR vehicles will be restricted to the routing established by the
CONTRACTOR or as noted on the Task Order Agreement Subcontract drawings.
SUBCONTRACTOR vehicles and/or hand-carried items entering/exiting or while on
NNSA/NFO facilities are subject to search.

10. In accordance with the Department of Energy (DOE) Property Management
Regulation (PMR) 109- 1.5160, SUBCONTRACTOR-owned property shall be
segregated from government property. To comply with this regulation,
SUBCONTRACTOR-owned personal property must be clearly marked or otherwise
identified. The markings shall be securely affixed to the property, legible, and
conspicuous. Unmarked items are subject to confiscation.

NOTE: Recommend the SUBCONTRACTOR make an inventory of their company
property. Upon exit from NNSS or NLV facilities, SUBCONTRACTOR shall attach the 
inventory list to the Property Removal Authorization Form that has been provided by
the CONTRACTOR. The Form is presented to the Security Police Officer when
exiting.

Definitions: 

Property Protection Area: A type of security area having defined boundaries and access 
controls for the protection of Government property. 

Privately Owned: Property owned by an individual. 
Subcontractor Owned: Property owned by the SUBCONTRACTOR (company) and not an  
individual. 
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