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Attachment 1 to DE-NA0003624
Modification No. 0218

PART II - CONTRACT CLAUSES, SECTION I - CONTRACT CLAUSES, is modified as
follows:

A. The TABLE OF CONTENTS is modified as follows:
1. Revise the entry for Clause I-4B as set forth below to reflect the removal of this
clause.
I-4B RESERVED . ... e ettt ettt ee i eaneanes

2. Revise the entries for Clauses I-9B and I-24 as set forth below to reflect the
incorporation of updated clauses into the contract.

I-9B FAR 52.232-40 PROVIDING ACCELERATED PAYMENTS TO SMALL
BUSINESS SUBCONTRACTORS (MAR 2023) . ...

I-24 FAR 52.204-23 PROHIBITION ON CONTRACTING FOR HARDWARE,
SOFTWARE, AND SERVICES DEVELOPED OR PROVIDED BY KASPERSKY
LAB COVERED ENTITIES (DEC 2023) .. ... ...

B. PARAGRAPH A. - FAR CLAUSES INCORPORATED BY REFERENCE, is modified
as follows:

1. The “DATE OF CLAUSE” is being revised for the clauses that are listed in the table
below to reflect the incorporation of updated clauses into the contract.

FAR CLAUSE TITLE DATE OF
NUMBER (Any insertions appear below the title in italics CLAUSE
52.203-17 | Contractor Employee Whistleblower Rights NOV 2023
52.219-9 | Small Business Subcontracting Plan, 4/t II (Nov 2016) SEPT 2023
52.242-3 Penalties for Unallowable Costs DEC 2022
52.244-2 Subcontracts, Alternate I (June 2020) JUN 2020
52.244-6 Subcontracts for Commercial Products and Commercial Services FEB 2024

2. The FAR clause that is listed in the table below is being added:

FAR CLAUSE TITLE DATE OF
NUMBER (Any insertions appear below the title in italics CLAUSE
52.219-8 | Utilization of Small Business Concerns FEB 2024

C. PARAGRAPH B. -DEAR CLAUSES INCORPORATED BY REFERENCE, is modified
as follows:

1. The “CLAUSE TITLE” block is being revised for the clause that is listed in the
table below to reflect the incorporation of updated information into the contract.
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Attachment 1 to DE-NA0003624
Modification No. 0218

More specifically, this updated information pertains to the addition of a “DX-E2”
DPAS rating via Mod. No. 0190. (See the second row in the “CLAUSE TITLE”
block for DEAR 952.211-71 beginning with the words “Contract rated as DO-E2...”.)

DEAR CLAUSE TITLE DATE OF
NUMBER (Any insertions appear below the title in italics CLAUSE

952.211-71 | Priorities and Allocations (ATOMIC ENERGY) APR 2008
Contract rated as DO-E2 and DX-E2 (Mod 0069, 0190)

D. PARAGRAPH C.—- FAR AND DEAR CLAUSES INCORPORATED IN FULL TEXT, is
modified as follows:

1. Delete Clause I-4B — FAR 52.219-8, UTILIZATION OF SMALL BUSINESS
CONCERNS (OCT 2022) (DOE & NNSA CLASS DEVIATION (1-3-2023)), and mark
it “RESERVED.”

2. Delete the text for Clause I-9B — FAR 52.232-40, PROVIDING ACCELERATED
PAYMENTS TO SMALL BUSINESS SUBCONTRACTORS (DEC 2013)
(DEVIATION APR 2020), and insert the revised clause as set forth below:

I-9B FAR 52.232-40 PROVIDING ACCELERATED PAYMENTS TO SMALL
BUSINESS SUBCONTRACTORS (MAR 2023)

(a)

(1) In accordance with 31 U.S.C. 3903 and 10 U.S.C. 3801, within 15 days after
receipt of accelerated payments from the Government, the Contractor shall make
accelerated payments to its small business subcontractors under this contract, to
the maximum extent practicable and prior to when such payment is otherwise
required under the applicable contract or subcontract, after receipt of a proper
invoice and all other required documentation from the small business
subcontractor.

(2) The Contractor agrees to make such payments to its small business
subcontractors without any further consideration from or fees charged to the
subcontractor.

(b) The acceleration of payments under this clause does not provide any new rights under
the Prompt Payment Act.

(©) Include the substance of this clause, including this paragraph (c), in all subcontracts
with small business concerns, including subcontracts with small business concerns for
the acquisition of commercial products or commercial services.

(End of clause)
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Attachment 1 to DE-NA0003624
Modification No. 0218

3. Delete the text for Clause I-24 — FAR 52.204-23, PROHIBITION ON
CONTRACTING FOR HARDWARE, SOFTWARE, AND SERVICES DEVELOPED
OR PROVIDED BY KASPERSKY LAB AND OTHER COVERED ENTITIES (NOV
2021), and insert the revised clause as set forth below:

I-24 FAR 52.204-23 PROHIBITION ON CONTRACTING FOR HARDWARE,
SOFTWARE, AND SERVICES DEVELOPED OR PROVIDED BY KASPERSKY
LAB AND OTHER COVERED ENTITIES (DEC 2023)

(a)

(1)

2)

€)

(1
)

3)

(4)

(b)

(1)

)

(©)

Definitions. As used in this clause—

Kaspersky Lab covered article means any hardware, software, or service that—

Is developed or provided by a Kaspersky Lab covered entity;

Includes any hardware, software, or service developed or provided in whole or in
part by a Kaspersky Lab covered entity; or

Contains components using any hardware or software developed in whole or in
part by a Kaspersky Lab covered entity.

Kaspersky Lab covered entity means—

Kaspersky Lab;

Any successor entity to Kaspersky Lab, including any change in name, e.g.,
“Kaspersky”;

Any entity that controls, is controlled by, or is under common control with
Kaspersky Lab; or

Any entity of which Kaspersky Lab has a majority ownership.

Prohibition. Section 1634 of Division A of the National Defense Authorization Act
for Fiscal Year 2018 (Pub. L. 115-91) prohibits Government use of any Kaspersky
Lab covered article. The Contractor is prohibited from—

Providing any Kaspersky Lab covered article that the Government will use on or
after October 1, 2018; and

Using any Kaspersky Lab covered article on or after October 1, 2018, in the
development of data or deliverables first produced in the performance of the
contract.

Reporting requirement.



Attachment 1 to DE-NA0003624
Modification No. 0218

(1) In the event the Contractor identifies a Kaspersky Lab covered article provided to
the Government during contract performance, or the Contractor is notified of such
by a subcontractor at any tier or any other source, the Contractor shall report, in
writing, to the Contracting Officer or, in the case of the Department of Defense, to
the website at https://dibnet.dod.mil. For indefinite delivery contracts, the
Contractor shall report to the Contracting Officer for the indefinite delivery
contract and the Contracting Officer(s) for any affected order or, in the case of the
Department of Defense, identify both the indefinite delivery contract and any
affected orders in the report provided at https://dibnet.dod.mil.

(2) The Contractor shall report the following information pursuant to paragraph (c)(1)
of this clause:

(1) Within 3 business days from the date of such identification or notification: the
contract number; the order number(s), if applicable; supplier name; brand;
model number (Original Equipment Manufacturer (OEM) number,
manufacturer part number, or wholesaler number); item description; and any
readily available information about mitigation actions undertaken or
recommended.

(1)  Within 10 business days of submitting the report pursuant to paragraph (c)(1)
of this clause: any further available information about mitigation actions
undertaken or recommended. In addition, the Contractor shall describe the
efforts it undertook to prevent use or submission of a Kaspersky Lab covered
article, any reasons that led to the use or submission of the Kaspersky Lab
covered article, and any additional efforts that will be incorporated to prevent
future use or submission of Kaspersky Lab covered articles.

(d) Subcontracts. The Contractor shall insert the substance of this clause, including this
paragraph (d), in all subcontracts including subcontracts for the acquisition of
commercial products or commercial services.

(End of clause)

No other changes are made as a result of this modification. All other terms and conditions
remain unchanged.

(END OF MODIFICATION)
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